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Introduction

At Stamford Hill Group Practice we are committed to protecting your privacy and the confidentiality of your personal information. This Privacy Policy explains how we collect, use, store, share, and protect your personal data, in compliance with the Data Protection Act 2018, which incorporates the UK General Data Protection Regulation (UK GDPR).
Our primary purpose is to provide safe, high-quality care. To do this, we must collect, store, and, when necessary, share information about our patients.


This Privacy Notice explains:
· what information we collect about you;
· how and why we use it;
· who we share it with;
· how we keep it secure; and
· your rights in relation to your data.

Who We Are
Springfield Park PCN is a joint data controller of patient information. Each member practice also remains a data controller in its own right for the data it holds within its own clinical system.

Data Controller:
Data Controller  Stamford Hill Group Practice

Data Protection Officer (DPO):
NHS North East London ICB
4th Floor, Unex Tower, 5 Station Street, London, E15 1DA
Tel: 0800 917 8607
Email: Itservicedesk.nelicb@nhs.net

If you have any questions about this notice or how your information is handled, you can contact your GP practice directly or the DPO using the details above.

What Information We Hold
We hold personal information about you that allows us to provide healthcare services. This may include:

· Personal details: name, address, date of birth, NHS number, contact details, next of kin
· Demographic and social information: ethnicity, gender, occupation, family and carers.
· Health information: medical history, symptoms, diagnoses, medications, allergies, test results, referrals, treatment plans, and outcomes.
· Administrative information: appointment records, correspondence, and communications.
· Digital interaction data: messages or forms submitted through online services such as AccuRx, EMIS Online, or NHS App.

This information is held securely in electronic and/or paper form. All health-related information is classed as ‘special category data’ under the Data Protection Act 2018.

Why We Collect and Use Your Data
We process your personal data primarily to provide you with direct care, including diagnosis, treatment, referrals, and coordination of healthcare services.

We may also use anonymised or pseudonymised data (information that does not identify you personally) to:
· We process your data to provide direct care. This includes:
· Diagnosing and treating health conditions
· Referring you to other services (e.g. hospitals, community care)
· Managing prescriptions
· Delivering preventative care
· Responding to emergencies
· We also process anonymised or pseudonymised data to:
· Audit services and improve quality of care
· Conduct research and development
· Plan future NHS services
· Monitor safety and outcomes
· ensure patient safety through medicines management and clinical governance.
· We will not use or share your identifiable data for marketing or commercial purposes.

How We Collect Your Information
We collect information:
· directly from you during consultations, online registrations, and correspondence;
· from other NHS bodies (such as hospitals, community health providers, and NHS England);
· through digital tools integrated with our clinical systems (e.g. EMIS Web, AccuRx,);
· and, where appropriate, from local authorities or social care providers involved in your care.

Our Lawful Basis for Processing
Under the UK GDPR, we process your data under the following legal bases:

For personal data (Article 6):
· 6(1)(e) – Processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority.
· 6(1)(c) – Processing is necessary for compliance with a legal obligation.
For special category (health) data (Article 9):
· 9(2)(h) – Processing is necessary for the provision of health or social care or treatment, or for the management of health or social care systems.
· 9(2)(i) – Processing is necessary for reasons of public interest in the area of public health.
Where we process data for research, planning, or service improvement, we do so using anonymised or pseudonymised data wherever possible.

Who We Share Your Information With
We only share information where necessary and lawful. This may include sharing with:
· GPs, nurses, and admin staff at the surgery
· Hospitals and specialists
· Community services (e.g. district nurses, health visitors)
· Pharmacists and prescribing services
· Mental health services
· Local authorities and social care providers
· NHS England, ICBs, NHS Digital
· Emergency services
· Coroner’s services (in specific circumstances)
· Voluntary sector (e.g. social prescribing)
· 
· Laboratories, diagnostic and screening services
· Other GP practices within the PCN
· The Child Health Information Service
· Substance Misuse Remote Workers


We may also share aggregated, de-identified data through the One London Health and Care Information Exchange to support integrated care across London.

All data sharing is governed by strict information-sharing agreements and subject to audit.

Communication with You
We may use text messages, phone calls, or emails to:
· Remind you of appointments
· Share test results
· Invite you for vaccinations or reviews

Please ensure your contact details are up-to-date. You can opt out of these communication methods at any time.
We may also use YouTube or online media for public health messaging; patients can opt out of this communication.

Data Processors and Digital Systems
We use a range of secure, NHS-approved digital systems to manage and process your personal information. Each system is subject to robust data protection, confidentiality, and security standards and acts under formal NHS data processing agreements.

Clinical and Administrative Systems
EMIS Web Hub– our core clinical system for securely recording your medical information, appointments, medications, test results, and correspondence.
Data is held within the UK and access is limited to authorised healthcare staff.
🔗 EMIS Privacy Notice
AccuRx – used for secure communication between patients and clinicians, including SMS, email, video consultations, and document sharing.
AccuRx operates under NHS data processing contracts and does not use your information for marketing or profiling.
🔗 AccuRx Privacy Policy
LumiraDX (INR Star) – used for managing anticoagulation (warfarin) treatment. Patient data is securely stored in the UK.
🔗 LumiraDX Privacy Policy
AI Tool– this tool supports clinicians by securely transcribing and summarising consultation notes during your appointment.
You will always be informed if the AI scribe is used, and you may decline its use at any time.
No data is used beyond the clinical purpose of note-taking.

GP Connect Access Record
We use an NHS IT service called GP Connect to support your direct healthcare.
GP Connect allows authorised clinicians involved in your care to view relevant information from your GP record, ensuring they have accurate, up-to-date details when treating you.
It is used only for direct patient care and not for any other purpose.

Through GP Connect:
Clinicians such as GPs, NHS 111 staff, hospital doctors, nurses, care home staff, and social care clinicians can securely access your GP record when needed for your care.
NHS 111 and other local services may also use GP Connect to book appointments directly with your GP practice or another service within the Primary Care Network.
All access is logged and audited. Information is only shared where necessary and with authorised healthcare professionals.
As a patient, you have the right to opt out of your information being shared through GP Connect.
If you wish to exercise this right or learn more, please contact your Practice Manager. You may opt in again at any time.
To learn more, visit: GP Connect - NHS England Digital

To enable safe and effective delivery of the vaccination programme, limited and necessary patient information is shared between the practices within the PCN. This includes information required to identify eligible patients, record vaccinations, and support follow-up care.
 
COVID-19 Vaccination Programme (PCN Delivery)
Springfield Park Primary Care Network (PCN), which includes Spring Hill Practice, Stamford Hill Group Practice, and The Surgery (Cranwich Road), delivers the COVID-19 vaccination service collaboratively on behalf of all practices within the network.
 
To enable safe and effective delivery of the vaccination programme, limited and necessary patient information is shared between the practices within the PCN. This includes information required to identify eligible patients, record vaccinations, and support follow-up care.

Lawful Basis for Processing
 
Processing of patient information for this purpose is carried out under:
 
· Article 6(1)(e) – processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller; and
 
· Article 9(2)(h) – processing is necessary for the management of health and care systems and services, and the provision of health or social care.
 
All processing is conducted in accordance with the UK GDPR, the Data Protection Act 2018, and NHS information governance requirements.
 


Research and Planning
Springfield Park PCN contributes anonymised and pseudonymised data to NHS Digital and approved research programmes. Identifiable patient data will only be used with your explicit consent. For more information visit: https://digital.nhs.uk/data-and-information

Your Data Choices and Opt-Outs
You cannot opt out of data sharing required for your direct care, but you can opt out of data being used for research and planning purposes.
Check or change your preferences at https://www.nhs.uk/your-nhs-data-matters or request a Type 1 Opt-Out form from your practice.

How Long We Keep Your Information
We retain your records in line with the NHS Records Management Code of Practice (2021). Your GP record is held for your lifetime and then transferred to Primary Care Support England. 
More info: https://digital.nhs.uk/article/1202/Records-Management-Code-of-Practice-for-Health-and-Social-Care

Your Rights
You have the right to access your information, request corrections, restrict processing, object to certain uses, and complain if you believe your data has been mishandled. Medical records cannot be deleted except when ordered by a court.

How to Raise a Concern or Complaint
If you have concerns, contact your Practice Manager or the DPO:
NHS North East London ICB, 4th Floor, Unex Tower, 5 Station Street, London, E15 1DA, Tel: 0800 917 8607, Email: Itservicedesk.nelicb@nhs.net.

If unsatisfied, contact the Information Commissioner's Office (ICO): https://ico.org.uk/global/contact-us/
Or you can also call their helpline Tel: 0303 123 1113 (local rate) / 01625 545 745 (national rate)
Or you can write to them at: The ICO, Wycliffe House, Water Ln, Wilmslow SK9 5AF

14. Changes to This Notice
We review and update this notice regularly to reflect legal or operational changes. The most current version is available on our website or from reception.
